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In 2009, the Health Information Technology 
for Economic and Clinical Health Act 
(HITECH Act), which is part of the 

American Recovery and Reinvestment Act, 
provided several billion dollars of grants 
and incentives to stimulate the implementa-
tion of electronic health records (EHRs) and 
supporting technology in the United States.1 
Since then, almost all health care organiza-
tions have employed EHRs and supporting 
technologies. Unfortunately, this has created 
new liability risks. One potential risk is that 
in malpractice claims, there is more discov-
erable evidence, including metadata, with 
which to prove the claims.2 In this article, I 
explain what metadata is and how it can be 
used in medical malpractice cases. In addi-
tion, because we cannot change metadata, 
I provide guidance on making corrections 
in your EHR documentation to minimize 
liability in medical malpractice cases.

What is metadata?
Metadata—commonly described as data 
about data—lurk behind the words and 
images we can see on our computer screens. 
Metadata can be conceptualized as data 
that provides details about the information 
we enter into a computer system, creating 
a permanent electronic footprint that can 
be used to track our activity.2,3 Examples of 
metadata include (but are not limited to) 
the user’s name, date and time of a record 
entry, changes or deletions made to the 
record, the date an entry was created or 
modified, annotations that the user added 
over a period of time, and any other data 
that the software captures without the 
user manually entering the information.3 
Metadata is typically stored on a server or 

file that users cannot access, which ensures 
data integrity because a user cannot alter 
a patient’s medical record without those 
changes being captured.3

How metadata is used in 
malpractice claims
When a psychiatrist is sued for medi-
cal negligence, the integrity of the EHR is 
an important aspect of defending against 
the lawsuit. A plaintiff’s (patient’s) attor-
ney can more readily discover changes to 
the patient’s medical record by request-
ing the metadata and having it analyzed 
by an information technology specialist. 
Because the computer system captures 
everything a user does, it is difficult to alter 
a patient’s record without being detected. 
Consequently, plaintiff attorneys frequently 
request metadata during discovery in the 
hopes of learning whether the defendant 
psychiatrist altered or attempted to hide 
information that was contained or missing 
from the original version of the medical 
record.3 If the medical record was revised at 
a time unrelated to the treatment, metadata 
can raise suspicion of deception, even in 
the absence of wrongdoing.2 Alternatively, 
metadata can be used to validate that 
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the EHR was changed when treatment 
occurred, which can bolster a defendant 
psychiatrist’s ability to rely on the EHR 
against a claim of medical negligence.2

Depending on the jurisdiction, meta-
data may or may not be discoverable. The 
Federal Rules of Civil Procedure emphasize 
producing documents in their original for-
mat.4 For federal cases, these rules suggest 
that the parties discuss discovery of this 
material when they are initially conferring; 
however, the rules do not specify whether a 
party must produce metadata, which leaves 
the courts to refine these rules through case 
law.4,5 In one case, a federal court ruled that 
a party had to produce documents with 
metadata intact.5 Without an agreement 
between both parties to exclude metadata 
from produced documents, the parties must 
produce the metadata.5 State laws differ in 
regards to the discoverability of metadata.

Corrections vs alterations
A patient’s medical record is the best evi-
dence of the care we provided, should 
that care ever be challenged in court. We 
can preserve the medical record’s effec-
tiveness through appropriate changes to 
it. Appropriately executed corrections are 
a normal part of documentation, whereas 
alterations to the medical record can cast 
doubt on our credibility and lead an other-
wise defensible case to require a settlement.6 

Corrections are changes to a patient’s 
medical record during the normal course of 
treatment.6 These are acceptable, provided 
the changes are made appropriately. Health 
care facilities and practices have their own 
policies for making appropriate corrections 
and addendums to the medical record. Once 
a correction and/or addendum is made, do 
not remove or delete the erroneous entry, 
because health care colleagues may have 
relied on it, and deleting an erroneous entry 
also would alter the integrity of the medical 
record.6 When done appropriately, correc-
tions will not be misconstrued as alterations.

Alterations are changes to a patient’s 
medical record after a psychiatrist receives 
notice of a lawsuit and “clarifies” certain 
points in the medical record to aid the 

defense against the claim.6 Alterations are 
considered deliberate misrepresentations 
of facts and, if discovered during litiga-
tion, can significantly impact the ability to 
defend against a claim.6 In addition, many 
medical liability policies exclude coverage 
for claims in which the medical record was 
altered, which might result in a psychiatrist 
having to pay for the judgment and defense 
costs out of pocket.6 Psychiatrists facing 
litigation who have a legitimate need to 
change an EHR entry after a claim is filed 
should consult with legal counsel or a risk 
management professional for guidance 
before making any changes.3 If they concur 
with updating the patient’s record to cor-
rect an error (including an addendum or 
a late entry; see below), the original entry, 
date, and time stamp must be accessible.3 
This should also include the current date/
time of the amended entry, the name of the 
person making the change, and the reasons 
for the change.3 

How to handle corrections  
and late entries
Sometimes situations occur that require us 
to make late entries, enter addendums, or 
add clarification notes to patient informa-
tion in the EHRs. Regardless of your work 
environment (ie, hospital, your own prac-
tice), there should be clear procedures in 
place for correcting patients’ EHRs that are 
in accordance with applicable federal and 
state laws. Correcting an error in the EHR 
should follow the same basic principles of 
correcting paper records: do not obscure 
the original entry, make timely corrections, 
sign all entries, ensure the person making 
the change is identified, and document the 
reason(s) for the correction.7 The EHR must 
be able to track corrections or changes to 
an entry once they are entered or authen-
ticated. Any physical copies of documenta-
tion must also have the same corrections 
or changes if they have been previously 
printed from the EHR.

You may need to make an entry that is 
late (out of sequence) or provides addi-
tional documentation to supplement previ-
ously written entries.7 A late entry should 
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be used to record information when a per-
tinent entry was missed or not written in 
a timely manner.7 Label the new entry as 
a “late entry,” enter the current date and 
time (do not give the appearance that the 
entry was made on a previous date or at 
an earlier time), and identify or refer to the 
date and incident for which the late entry 
is written.7 If the late entry is used to docu-
ment an omission, validate the source of 
additional information as best you can (ie, 
details of where you obtained the infor-
mation to write the late entry).7 Make late 
entries as soon as possible after the origi-
nal entry; although there is no time limit 
on writing a late entry, delays in correc-
tions might diminish the credibility of the 
changes.

Addendums are used to provide addi-
tional information in conjunction with a pre-
vious entry.7 They also provide additional 
information to address a specific situation 
or incident referenced in a previous note. 
Addendums should not be used to docu-
ment information that was forgotten or writ-
ten in error.7 A clarification note is used to 
avoid incorrect interpretation of previously 

documented information.7 When writing 
an addendum or a clarification note, you 
should label it as an “addendum” or a “clari-
fication note”; document the current date 
and time; state the reason for the adden-
dum (referring back to the original entry) or 
clarification note (referring back to the entry 
being clarified); and identify any sources of 
information used to support an addendum 
or a clarification note.7 
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