Malpractice Rx

BEFORE YOU HIT'SEND’
Will an e-mail to your patient put
you at legal risk?

Annette Reynolds, MD, and Douglas Mossman, MD

Dear Dr. Mossman,
Some of my patients e-mail me questions
about their prescriptions, test results, treat-
ment, appointments, etc. I'm often unsure
about the best way to respond. If | use e-mail
to communicate with patients, what step(s)
should | take to minimize medicolegal risks?
Submitted by “Dr. V”

edicine adopts new communi-

cation technologies cautiously.

Calling patients seems unremark-
able to us now, but it took decades after the
invention of the telephone for doctors to
feel comfortable talking to patients other
than in face-to-face meetings.'?

Patients want to communicate with their
physicians via electronic mail,® but concerns
about security, confidentiality, and liability
stop many physicians from using e-mail in
their practice. Yet many medical organiza-
tions, including the Institute of Medicine,*
the American Medical Association,® and the
American Psychiatric Association,® recog-
nize that e-mail can facilitate care, if used
properly.

Although e-mailing patients may feel
awkward, a growing minority of clinicians
regularly use e-mail for patient communi-
cation.?” In this article, we discuss ways to
help safeguard your patients and their com-
munications and to protect yourself from
legal headaches.®

As you're reading, please remember
that we're discussing communications
to patients through standard e-mail, not
secure portals (such as MyChart) that
allow patients to contact physicians confi-

dentially through their electronic medical
records.

Privacy and security
Doctor-patient e-mails implicate the same
professional, ethical, and legal responsibili-
ties that govern any communication with
patients.>*!° If handled improperly, out-
side-the-office doctor-patient communica-
tion can breach traditional duties to protect
confidentiality, or they can violate provi-
sions of the Health Insurance Portability
and Accountability Act of 1996 (HIPAA)."
Confidentiality breaches can lead to mal-
practice litigation, and HIPAA infractions
can result in civil and criminal penal-
ties levied by federal agencies.”? Further,
e-mails that breach ethical standards
(Table 1,° page 38) can generate complaints
to your state’s medical licensure board.
E-mail appeals to many patients, if for
no other reason than to save time or avoid
the inconvenience of playing “phone tag”
with the doctor’s office. But e-mail has
drawbacks. Patients may think or behave
as though online communications are inti-
mate and confidential, but they usually
aren’t. If e-mail programs are left open or
aren’t password protected, friends and fam-
ily members might look at messages and

continued on page 38
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DOYOU HAVE A
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POSSIBLE LIABILITY H

»> Submit your malpractice-

related questions to

Dr. Mossman at dmossman@

frontlinemedcom.com.

P> Include your name, address,

and practice location.

If your question is chosen for
publication, your name can

be withheld by request.

Current Psychiatry
Vol. 14, No. 6

| 33



Malpractice Rx

Clinical Point

If family or friends
gain access to

an unsecured

or open e-mail
program, you might
not be e-mailing
the patient
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Ethics of using e-mail in your practice

Don’t use e-mail to establish a patient-physician relationship—only to supplement face-to-face

encounters

E-mail implicates the same responsibilities as other encounters with patients. Present information

in accordance with professional standards

Inform patients about the limitations of e-mail (including potential breaches of confidentiality and
expected delays in response) before exchanging e-mails. Notwithstanding any disclaimers you've
made, you’re still obligated to protect your patients’ interests

If a patient initiates communication through e-mail, explain the limitations of e-mail and ask for
consent before continuing the e-mail exchange. Do not transmit specific advice or information about
the patient’s condition before obtaining the patient’s express authorization to do so

Source: Reference 5

even act upon them. For this reason, doc-
tors often cannot be sure whether they are
communicating with the patient or with
someone else who has gained access to the
patient’s e-mail account.

Parties outside the treatment relation-
ship could have access to e-mail data stored
on servers.® Also, it’s easy to misread or
mistype an e-mail address and send confi-
dential information to the wrong person. A
truly “secure” e-mail exchange uses encryp-
tion software that protects messages dur-
ing transmission and storage and requires
users to authenticate who they are through
actions that link their identity to the e-mail
address.” But some patients and physicians
do not know about the availability of such
security measures, and implementing them
can feel cumbersome to those who are not
computer savvy. Not surprisingly, then,
recent studies have shown that such mea-
sures are used infrequently by physicians
and patients.™

Topics for e-mail communication
One way to minimize potential privacy
problems is to limit the topics and types
of communication dealt with by e-mail.
Several experts and organizations have
published suggestions, recommendations,
and resources for doing this with common
practices (Table 2).57'5

Receiving e-mail permission
Many patients e-mail their physicians with-
out the physicians’ prior agreement. But
physicians who plan to use e-mail in their
practice should get patients” explicit consent.
This can be done verbally, with the content
of the discussion documented in the medi-
cal record. But it’s better to have patients
authorize e-mail communications in writing
by means of a permission form that also sets
out your office’s e-mail policies, expected
response times, and privacy limitations.
Commonly recommended contents of such
forms>”151¢ include:
e discussing security mechanisms and
limits of security
® e-mail encryption requirements (or
waiving them, if the patient prefers)
e providing an expected response time
¢ indemnifying you or your institution
for information loss caused by techni-
cal failure
¢ identifying who reads e-mails (eg, office
staff members, a nurse, physician [only])
e asking patients to put their name and
other identifying information in the
body of the message, not the subject line
e asking patients to put the type of ques-
tion in the subject line (eg, “prescrip-

” o

tion,” “appointment,” “billing”)
e asking patients to use the “auto reply”
feature to acknowledge receipt of your

messages.
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Topics and ground rules for doctor-patient e-mail communications

Potentially appropriate
topics

e Appointment reminders

¢ Data used for chronic disease management, such as vital signs
- ® Requests for prescription refills

e Short questions that can be answered briefly

e Short, patient-initiated updates about non-urgent clinical treatment
. matters (eg, “started the medication; no side effects”)

Inappropriate topics

¢ Urgent or time-sensitive information

¢ Sensitive and highly confidential subjects (eg, HIV status, psychiatric

symptoms)

- ¢ Disability issues, worker’s compensation

Types of exchanges

. ® Concise messages are fine; complex concerns require office visits

e |f multiple e-mails are needed, arrange a face-to-face or telephone

consultation

Turn-around and delays

© E-mails might not be answered quickly

e Establish maximum turn-around times (eg, 48 hours)

Source: References 2,3

In addition to using patient consent forms,
other suggestions and recommendations for
physicians include:

* Do not use e-mail to establish patient-
physician relationships, only to supplement
personal encounters.

¢ If you work for an agency or institution,
know and follow its guidelines and policies.

e If a rule or “boundary” is breached (eg,
a patient sends you a detailed e-mail on a
topic beyond the scope of your previous
agreement), address this directly in a treat-
ment session.

¢ File e-mail correspondence, including
your reply, in the patient’s medical record.

¢ Use encryption technology if it is avail-
able, practical, and user-friendly.

¢ Use a practice-dedicated e-mail address
with an automatic response that explains
when e-mail will be answered and reminds
patients to seek immediate help for urgent
matters.

Real legal risk
Earlier, we described conceivable legal risks
that e-mail might create. But has e-mail

caused legal problems for physicians?
At least 3 recent published decisions
answer: “Yes.” And, remember, only a
fraction of legal cases lead to published
decisions.

® Huffine v Department of Health” con-
cerns a psychiatrist who was censured by
the Washington state medical quality assur-
ance commission for several boundary
crossings, including sending his adolescent
patient overly intimate e-mails.

® Wheeler v Kron®® lists a variety of legal
claims—intentional infliction of emotional
distress, negligent infliction of emotional
distress, general negligence, and medical
malpractice—that arose from a psychia-
trist’s e-mailed concerns about visitation
arrangements in a divorcing couple’s cus-
tody dispute. Although the court dismissed
the last 3 claims, it allowed the intentional
infliction of emotional distress claim to
proceed.

e Ortegoza v Kho" includes excerpts of
e-mails between a primary care physician
and his married patient, with whom the
physician had affair that led to a medical
malpractice lawsuit.

continued on page 42
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Do not use e-mail
to establish

a patient-physician
relationship—only
to supplement face-
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Related Resources

« Kane B, Sands DZ. Guidelines for the clinical use of elec-
tronic mail with patients. http://jamia.oxfordjournals.org/
content/5/1/104.long.

« Professional Risk Management Services, Inc. Sample email
consent and guide to email use. www.psychprogram.com/
currentpsychiatry.html.

Of course, doctors mishandled treat-
ment relationships long before anyone

used e-mail. But the cases demonstrate the

Clinical Point

Create patient

potential for e-mail to facilitate inappropri-
ate conduct—and the need to document it!
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Most patients want to e-mail their physicians, and many psychiatrists find e-mail
helpful in caring for patients. If you are using e-mail in your practice or are
contemplating doing so, get the patient’s permission (preferably in writing), and
follow the recommendations and guidelines cited in this article’s references.



