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As more
patients
attempt

to e-mail their
physicians, I
am increasing-
ly asked if this
is a good idea.
The answer is,

as with most things, it depends.
Although this is not a particularly new is-

sue, and many patients are enthusiastic
about the prospect of communicating with
their physicians online, most physicians re-
main reluctant to do so. Aside from the ob-
vious privacy issues, many balk at one
more unreimbursed demand on their time.
While I share those concerns, there also are
real benefits to be gained from online com-
munication, among them increased prac-
tice efficiency for you, and increased qual-
ity of care and satisfaction for your patients. 

I started giving one of my e-mail ad-
dresses to selected patients several years ago
as an experiment, hoping to take some pres-
sure off of our overloaded telephone sys-
tem. The patients were grateful for simpli-
fied and more direct access to me, and I
appreciated the decline in phone messages
and interruptions while I was seeing pa-
tients. I also noticed a welcome decrease in
those frustrating, unnecessary follow-up
visits—you know, “The rash is completely
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gone, but you told me to come back. ...”

Of course, the experiment has yielded
some problems. Privacy is always a con-
cern, although no patients have yet raised
the issue. Also, some patients don’t always
give me the information I need, and often
include a lot of stuff I don’t need. And oc-
casionally, despite my best efforts to edu-
cate them on appropriate e-mail use, I re-
ceive requests for refills or treatment I
cannot provide without an office visit. 

In general, however, I have found that
the advantages for everyone involved (not
least my nurses and receptionists) far out-
weigh the problems. And now, newer tech-
nologies such as encrypted e-mail, Web-
based messaging, and integrated online
communication systems should go a long
way toward assuaging privacy concerns.

Contrary to popular belief, ordinary un-
encrypted e-mail does not necessarily vi-
olate the Health Insurance Portability and
Accountability Act (HIPAA). As I’ve not-
ed many times, HIPAA allows you to han-
dle medical information in just about any
way you wish, as long as patients are in-
formed of what you are doing and accept
any risks of breach of privacy associated
with it. As long as the Notice of Privacy
Practices that you distribute to patients ex-
plains your e-mail policies, and each e-mail
includes a standard confidentiality dis-
claimer, you will be HIPAA compliant. 

Still, if the lack of encryption and other
privacy safeguards makes you (or your pa-
tients) uncomfortable, encryption software
can be added to your practice’s e-mail sys-
tem. Kryptiq (www.kryptiq.com), Sigaba
(www.sigaba.com), Tumbleweed (www.
tumbleweed.com), Zix (www.zixcorp.
com), and others sell encryption packages
ranging from about $10,000 to $20,000, not
including regular maintenance. (As always,
I have no financial interest in any product
or enterprise mentioned in this column.) 

But rather than simply encrypting their
e-mail, increasing numbers of physicians
are opting for Web-based messaging. Pa-
tients enter your Web site and send a mes-
sage using an electronic template that you
design. You (or a designated staffer) will be
notified by regular e-mail when messages
are received, and you can post a reply on
a page that can only be accessed by the pa-
tient. Besides enhanced privacy and secu-
rity, the big advantage of Web messaging
is the ability to use templates, which en-
sure that messages include the informa-
tion you need and minimize extraneous
chatter. And you can design separate tem-
plates for nurses and receptionists so every
message need not go through you.

Web-based messaging services can be
freestanding or incorporated into existing
secure Web sites. Medem (www.me-
dem.com), Medfusion (www.medfu-
sion.net), and RelayHealth (www.relay-
health.com) are among the leading
vendors of secure messaging services. 

To really do it right, though, you need
to integrate your messaging service into
your medical records. If you are looking
to add an electronic medical record (EMR)
system to your office, add Web messaging
to your list of essential features.

Continued on following page

Used Mac Distiller 4.0.x Job Options
This report was created automatically with help of the Adobe Acrobat Distiller addition "Distiller Secrets v1.0.5" from IMPRESSED GmbH.You can download this startup file for Distiller versions 4.0.5 and 5.0.x for free from http://www.impressed.de.GENERAL ----------------------------------------File Options:     Compatibility: PDF 1.2     Optimize For Fast Web View: Yes     Embed Thumbnails: No     Auto-Rotate Pages: Individually     Distill From Page: 1     Distill To Page: All Pages     Binding: Left     Resolution: [ 600 600 ] dpi     Paper Size: [ 855 1107 ] PointCOMPRESSION ----------------------------------------Color Images:     Downsampling: Yes     Downsample Type: Average Downsampling     Downsample Resolution: 150 dpi     Downsampling For Images Above: 225 dpi     Compression: Yes     Automatic Selection of Compression Type: Yes     JPEG Quality: << /Blend 1 /Colors 3 /Resync 13 /Columns 200 /HSamples [ 2 1 1 2 ] /Rows 251 /QFactor 1.2 /ColorTransform 1 /VSamples [ 2 1 1 2 ] >>     Bits Per Pixel: As Original BitGrayscale Images:     Downsampling: Yes     Downsample Type: Average Downsampling     Downsample Resolution: 150 dpi     Downsampling For Images Above: 225 dpi     Compression: Yes     Automatic Selection of Compression Type: Yes     JPEG Quality: Low     Bits Per Pixel: As Original BitMonochrome Images:     Downsampling: Yes     Downsample Type: Average Downsampling     Downsample Resolution: 300 dpi     Downsampling For Images Above: 450 dpi     Compression: Yes     Compression Type: CCITT     CCITT Group: << /Columns 347 /K -1 /Rows 9 >>     Anti-Alias To Gray: No     Compress Text and Line Art: YesFONTS ----------------------------------------     Embed All Fonts: Yes     Subset Embedded Fonts: Yes     Subset When Percent Of Characters Used is Less: 100 %     When Embedding Fails: Warn and ContinueEmbedding:     Always Embed: [ ]     Never Embed: [ /Symbol /Courier /Courier-BoldOblique /ZapfDingbats /Helvetica-BoldOblique /Helvetica-Bold /Times-Bold /Courier-Bold /Helvetica /Times-BoldItalic /Times-Roman /Times-Italic /Helvetica-Oblique /Courier-Oblique ]COLOR ----------------------------------------Color Management Policies:     Color Conversion Strategy: Convert All Colors to sRGB     Intent: DefaultWorking Spaces:     Grayscale ICC Profile: Adobe Gray - 20% Dot Gain     RGB ICC Profile: sRGB IEC61966-2.1     CMYK ICC Profile: U.S. Web Coated (SWOP) v2Device-Dependent Data:     Preserve Overprint Settings: No     Preserve Under Color Removal and Black Generation: No     Transfer Functions: Preserve     Preserve Halftone Information: YesADVANCED ----------------------------------------Options:     Use Prologue.ps and Epilogue.ps: Yes     Allow PostScript File To Override Job Options: Yes     Preserve Level 2 copypage Semantics: Yes     Save Portable Job Ticket Inside PDF File: No     Illustrator Overprint Mode: Yes     Convert Gradients To Smooth Shades: Yes     ASCII Format: NoDocument Structuring Conventions (DSC):     Process DSC Comments: Yes     Log DSC Warnings: No     Resize Page and Center Artwork for EPS Files: Yes     Preserve EPS Information From DSC: No     Preserve OPI Comments: No     Preserve Document Information From DSC: NoOTHERS ----------------------------------------     Distiller Core Version: 4050     Use ZIP Compression: Yes     Deactivate Optimization: No     Image Memory: 524288 Byte     Anti-Alias Color Images: No     Anti-Alias Grayscale Images: No     Convert Images (< 257 Colors) To Indexed Color Space: Yes     sRGB ICC Profile: sRGB IEC61966-2.1END OF REPORT ----------------------------------------IMPRESSED GmbHBahrenfelder Chaussee 4922761 Hamburg, GermanyTel. +49 40 897189-0Fax +49 40 897189-71Email: info@impressed.deWeb: www.impressed.de

Adobe Acrobat Distiller 4.0.x Job Option File
<<     /ColorSettingsFile ()     /LockDistillerParams false     /DetectBlends true     /ParseDSCComments true     /DoThumbnails false     /AntiAliasMonoImages false     /MonoImageDownsampleType /Average     /MaxSubsetPct 100     /MonoImageFilter /CCITTFaxEncode     /GrayImageDownsampleType /Average     /GrayImageFilter /DCTEncode     /ColorImageDownsampleThreshold 1.5     /ColorConversionStrategy /sRGB     /CalGrayProfile (Adobe Gray - 20% Dot Gain)     /NeverEmbed [ /Symbol /Courier /Courier-BoldOblique /ZapfDingbats /Helvetica-BoldOblique /Helvetica-Bold /Times-Bold /Courier-Bold /Helvetica /Times-BoldItalic /Times-Roman /Times-Italic /Helvetica-Oblique /Courier-Oblique ]     /ColorImageResolution 150     /UsePrologue true     /ColorImageDepth -1     /sRGBProfile (sRGB IEC61966-2.1)     /PreserveOverprintSettings false     /CompatibilityLevel 1.2     /UCRandBGInfo /Remove     /EmitDSCWarnings false     /CreateJobTicket false     /DownsampleMonoImages true     /DownsampleColorImages true     /MonoImageDict << /Columns 347 /K -1 /Rows 9 >>     /ColorImageDownsampleType /Average     /GrayImageDict << /VSamples [ 2 1 1 2 ] /Blend 1 /HSamples [ 2 1 1 2 ] /QFactor 0.9 >>     /CalCMYKProfile (U.S. Web Coated (SWOP) v2)     /MonoImageDepth -1     /PreserveEPSInfo false     /AutoFilterGrayImages true     /GrayACSImageDict << /Blend 1 /QFactor 1.2 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>     /SubsetFonts true     /ColorImageFilter /DCTEncode     /AutoRotatePages /PageByPage     /ASCII85EncodePages false     /PreserveCopyPage true     /EncodeMonoImages true     /PreserveOPIComments false     /ColorImageDict << /VSamples [ 2 1 1 2 ] /Blend 1 /HSamples [ 2 1 1 2 ] /QFactor 0.9 >>     /AntiAliasGrayImages false     /GrayImageDepth -1     /CannotEmbedFontPolicy /Warning     /EndPage -1     /TransferFunctionInfo /Preserve     /CalRGBProfile (sRGB IEC61966-2.1)     /EncodeColorImages true     /EncodeGrayImages true     /ColorACSImageDict << /Blend 1 /Colors 3 /Resync 13 /Columns 200 /HSamples [ 2 1 1 2 ] /Rows 251 /QFactor 1.2 /ColorTransform 1 /VSamples [ 2 1 1 2 ] >>     /Optimize true     /ParseDSCCommentsForDocInfo false     /GrayImageDownsampleThreshold 1.5     /MonoImageDownsampleThreshold 1.5     /AutoPositionEPSFiles true     /MonoImageResolution 300     /GrayImageResolution 150     /AutoFilterColorImages true     /AlwaysEmbed [ ]     /ImageMemory 524288     /OPM 1     /DefaultRenderingIntent /Default     /EmbedAllFonts true     /StartPage 1     /DownsampleGrayImages true     /AntiAliasColorImages false     /ConvertImagesToIndexed true     /PreserveHalftoneInfo true     /CompressPages true     /Binding /Left>> setdistillerparams<<     /PageSize [ 576.0 792.0 ]     /HWResolution [ 600 600 ]>> setpagedevice



Au g u s t  2 0 0 6   •   w w w. s k i n a n d a l l e r g y n ew s . c o m Practice Trends 57

Last year I discussed the basic rules to
keep in mind when shopping for an EMR
system. (If you missed that column, you
can find it on the SKIN & ALLERGY NEWS

Web site, www.skinandallergynews.com.
Click on “The Archives Collection” on the
left side.) And in a future column, I’ll dis-
cuss the pros and cons of Web-based vs.
server-based EMR systems. Whichever sys-
tem you choose, make sure it has the abil-
ity to provide integrated Web-based mes-
saging. An integrated system makes the
patient’s entire medical record available to
you during your online communications.
Furthermore, all messages are immedi-
ately made a part of the patient’s record.

Naturally, this is not only your best op-
tion over the long haul, but also the most
expensive. However, all of us not planning
to retire in the next decade will be look-
ing into EMR whether we want to or not.
So it behooves us to make sure efficient pa-
tient communication capabilities are an in-
tegral part of any system we choose. ■

DR. EASTERN practices dermatology and
dermatologic surgery in Belleville, N.J. Write
to him at our editorial offices or e-mail him
at sknews@elsevier.com.

Health Care for All Should Be Set in Law, Panel Says
B Y  N E L L I E  B R I S T O L

Contributing Writer

Affordable health care coverage
should be public policy established
in law with a set of core benefits

available to all Americans by 2012, the Cit-
izens’ Health Care Working Group said in
its interim recommendations.

Benefits would be defined by an inde-
pendent, nonpartisan, public-private group
and encompass physical, mental, and den-
tal health services, the panel suggested.

The working group was established by
the Medicare Prescription Drug, Improve-
ment, and Modernization Act of 2003 to
foster national debate on health services
availability and financing. Final recom-
mendations, expected early next year, will
be sent to Congress and the White House
for further debate and consideration.

In developing its recommendations, the
14-member panel held public meetings
across the country, conducted polls, and
read almost 5,000 individual commentaries.

New revenues would be required for the
coverage, with the group suggesting use of
dedicated revenue streams including en-
rollee contributions, income taxes or sur-
charges, “sin taxes,” payroll taxes, and val-
ue-added taxes.

“The opinion polls, the community
meetings, and the Web-based survey and
comments all showed large majorities of
people willing to make additional financial
investments in the service of expanding
the protection against the costs of illness
and the expansion of access to quality
care,” the working group said in its report.

Paul B. Ginsburg, president of the Cen-
ter for Studying Health System Change,
praised the panel for pointing out that uni-
versal health coverage would require new
revenues. “That’s a reality check that al-

most no public leader is willing to admit
because they always tells us you can do it
for nothing.”

He said although Congress and the ad-
ministration are not keen on another ma-
jor health care expansion, the recommen-
dations could act as a “motivational paper”
to alert lawmakers to the public’s values.

The working group also recommend-
ed greater federal support of integrated
community health networks through es-
tablishment of a specific unit with re-

sponsibility for coordinating all federal ef-
forts regarding the health care safety net.

Efforts to improve quality and efficiency
of care should be strengthened by the fed-
eral government through use of existing
public health care programs and promotion
of health information technology and elec-
tronic medical records, especially in un-
derserved areas, the report said.

The report also suggested that end-of-
life services financing and provisions
should be restructured “so that people

living with advanced incurable conditions
have increased access to these services in
the environment they choose.”

Working group members represent
consumers, the uninsured, benefits fi-
nancing, business, labor, and health care
providers. It is chaired by Randall L. John-
son, director of human resource strategies
for Motorola. The legislative provision
that created the working group was spon-
sored by Senator Orrin Hatch (R-Utah)
and Senator Ron Wyden (D-Ore.). ■
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