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Although the complexity of health-related applications (apps) has 
evolved, they have not been adequately regulated or monitored for 
quality. We review the primary literature behind and regulation of 
apps that impact dermatologists, with a focus on the 3 most preva-
lent dermatology-related apps used by dermatology residents in the 
United States: VisualDx, UpToDate, and Mohs Surgery Appropriate 
Use Criteria. These apps are widely utilized but have not undergone 
approval by the 3 main government agencies responsible for regulat-
ing mobile medical apps: the US Food and Drug Administration (FDA),  
Federal Trade Commission, and Office for Civil Rights. Health-related 
apps that target providers can be a valuable tool, but given their 
potential impact on human lives, they should be well regulated and 
evidence based. It is important that apps designed to assist in health  
care delivery are appropriately monitored and that physicians are 
aware of the rigor of review of the apps that they choose to use in 
clinical practice.
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Since the first mobile application (app) was devel-
oped in the 1990s, apps have become increasingly 
integrated into medical practice and training. More 

than 5.5 million apps were downloadable in 2019,1 of 
which more than 300,000 were health related.2 In the 
United States, more than 80% of physicians reported 
using smartphones for professional purposes in 2016.3 
As the complexity of apps and their purpose of use has 
evolved, regulatory bodies have not adapted adequately 
to monitor apps that have broad-reaching consequences 
in medicine.

We review the primary literature on PubMed behind 
health-related apps that impact dermatologists as well 
as the government regulation of these apps, with a 
focus on the 3 most prevalent dermatology-related apps 
used by dermatology residents in the United States:  
VisualDx, UpToDate, and Mohs Surgery Appropriate Use 
Criteria. This prevalence is according to a survey emailed 
to all dermatology residents in the United States by 
the American Academy of Dermatology (AAD) in 2019 
(unpublished data). 

VisualDx
VisualDx, which aims to improve diagnostic accuracy 
and patient safety, contains peer-reviewed data and 
more than 32,000 images of dermatologic conditions. 
The editorial board includes more than 50 physicians. It 
provides opportunities for continuing medical education 
credit, is used in more than 2300 medical settings, and 
costs $399.99 annually for a subscription with partial 
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PRACTICE POINTS
•	 �Physicians who are selecting an app for self- 

education or patient care should take into consider-
ation the strength of the evidence supporting the  
app as well as the rigor of any approval process the 
app had to undergo.

•	 �Only a minority of health-related apps are regulated 
by the government. This regulation has not kept up 
with the evolution of app software and may become 
more indirect.
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features. Prior to the launch of the app in 2010, some 
health science professionals noted that the website ver-
sion lacked references to primary sources.4 The same 
issue carried over to the app, which has evolved to offer 
artificial intelligence (AI) analysis of photographed  
skin lesions. However, there are no peer-reviewed  
publications showing positive impact of the app on 
diagnostic skills among dermatology residents or on 
patient outcomes.

UpToDate
UpToDate is a web-based database created in the early 
1990s. A corresponding app was created around 2010. 
Both internal and independent research has demon-
strated improved outcomes, and the app is advertised 
as the only clinical decision support resource associ-
ated with improved outcomes, as shown in more than 
80 publications.5 UpToDate covers more than 11,800 
medical topics and contains more than 35,000 graphics. 
It cites primary sources and uses a published system for 
grading recommendation strength and evidence quality. 
The data are processed and produced by a team of more 
than 7100 physicians as authors, editors, and reviewers. 
The platform grants continuing medical education credit 
and is used by more than 1.9 million clinicians in more 
than 190 countries. A 1-year subscription for an indi-
vidual US-based physician costs $559. An observational 
study assessed UpToDate articles for potential conflicts 
of interest between authors and their recommendations. 
Of the 6 articles that met inclusion criteria of discuss-
ing management of medical conditions that have con-
troversial or mostly brand-name treatment options, all  
had conflicts of interest, such as naming drugs from 
companies with which the authors and/or editors had 
financial relationships.6

Mohs Surgery Appropriate Use Criteria
The Mohs Surgery Appropriate Use Criteria app is a free 
clinical decision-making tool based on a consensus state-
ment published in 2012 by the AAD, American College 
of Mohs Surgery, American Society for Dermatologic 
Surgery Association, and American Society for Mohs 
Surgery.7 It helps guide management of more than  
200 dermatologic scenarios. Critique has been made that 
the criteria are partly based on expert opinion and data 
largely from the United States and has not been revised 
to incorporate newer data.8 There are no publications 
regarding the app itself.

Regulation of Health-Related Apps
Health-related apps that are designed for utilization by 
health care providers can be a valuable tool. However, 
given their prevalence, cost, and potential impact on 
patient lives, these apps should be well regulated and 
researched. The general paucity of peer-reviewed litera-
ture demonstrating the utility, safety, quality, and accu-
racy of health-related apps commonly used by providers 

is a reflection of insufficient mobile health regulation in 
the United States. 

There are 3 primary government agencies responsible 
for regulating mobile medical apps: the US Food and 
Drug Administration (FDA), Federal Trade Commission, 
and Office for Civil Rights.9 The FDA does not regulate all 
medical devices. Apps intended for use in the diagnosis, 
cure, mitigation, prevention, or treatment of a disease 
or condition are considered to be medical devices.10 The 
FDA regulates those apps only if they are judged to pose 
more than minimal risk. Apps that are designed only 
to provide easy access to information related to health 
conditions or treatment are considered to be minimal 
risk but can develop into a different risk level such as by 
offering AI.11 Although the FDA does update its approach 
to medical devices, including apps and AI- and machine 
learning–based software, the rate and direction of update 
has not kept pace with the rapid evolution of apps.12 In 
2019, the FDA began piloting a precertification program 
that grants long-term approval to organizations that 
develop apps instead of reviewing each app product indi-
vidually.13 This decrease in premarket oversight is intended 
to expedite innovation with the hopeful upside of improv-
ing patient outcomes but is inconsistent, with the FDA 
still reviewing other types of medical devices individually. 

For apps that are already in use, the Federal Trade 
Commission only gets involved in response to decep-
tive or unfair acts or practices relating to privacy, data 
security, and false or misleading claims about safety or 
performance. It may be more beneficial for consumers if 
those apps had a more stringent initial approval process. 
The Office for Civil Rights enforces the Health Insurance 
Portability and Accountability Act when relevant to apps. 

Nongovernment agencies also are involved in app 
regulation. The FDA believes sharing more regulatory 
responsibility with private industry would promote effi-
ciency.14 Google does not allow apps that contain false 
or misleading health claims,15 and Apple may scrutinize 
medical apps that could provide inaccurate data or 
be used for diagnosing or treating patients.16 Xcertia, 
a nonprofit organization founded by the American 
Medical Association and others, develops standards for 
the security, privacy, content, and operability of health-
related apps, but those standards have not been adopted 
by other parties. Ultimately, nongovernment agencies 
are not responsible for public health and do not boast 
the government’s ability to enforce rules or ensure pub-
lic safety.

Final Thoughts
The AAD survey of US dermatology residents found that the 
top consideration when choosing apps was up-to-date and 
accurate information; however, the 3 most prevalent apps 
among those same respondents did not need government 
approval and are not required to contain up-to-date data or 
to improve clinical outcomes, similar to most other health-
related apps. This discrepancy is concerning considering the 
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increasing utilization of apps for physician education and 
health care delivery and the increasing complexity of those 
apps. In light of these results, the potential decrease in federal 
premarket regulation suggested by the FDA’s precertifica-
tion program seems inappropriate. It is important for the 
government to take responsibility for regulating health-
related apps and to find a balance between too much regu-
lation delaying innovation and too little regulation hurting 
physician training and patient care. It also is important for 
providers to be aware of the evidence and oversight behind 
the technologies they use for professional purposes.
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