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The United States (US) and Canada are the two highest 
per-capita consumers of opioids in the world;1 both 
are struggling with unprecedented opioid-related 
mortality.2,3 The nonmedical use of opioids is facilitat-

ed by diversion and defined as the transfer of drugs from lawful 
to unlawful channels of use4,5 (eg, sharing legitimate prescrip-
tions with family and friends6). Opioids and other controlled 
drugs are also diverted from healthcare facilities;4,5,7,8 Cana-
dian data suggest these incidents may be increasing (con-
trolled-drug loss reports have doubled each year since 20159).

The diversion of controlled drugs from hospitals affects pa-
tients, healthcare workers (HCWs), hospitals, and the public. 
Patients suffer insufficient analgesia or anesthesia, experience 
substandard care from impaired HCWs, and are at risk of infec-
tions from compromised syringes.4,10,11 HCWs that divert are at 
risk of overdose and death; they also face regulatory censure, 
criminal prosecution, and civil malpractice suits.12,13 Hospitals 
bear the cost of diverted drugs,14,15 internal investigations,4 
and follow-up care for affected patients,4,13 and can be fined in 

excess of $4 million dollars for inadequate safeguards.16 Neg-
ative publicity highlights hospitals failing to self-regulate and 
report when diversion occurs, compromising public trust.17-19 
Finally, diverted drugs impact population health by contribut-
ing to drug misuse.

Hospitals face a critical problem: how does a hospital pre-
vent the diversion of controlled drugs? Hospitals have not yet 
implemented safeguards needed to detect or understand how 
diversion occurs. For example, 79% of Canadian hospital con-
trolled-drug loss reports are “unexplained losses,”9 demon-
strating a lack of traceability needed to understand the root 
causes of the loss. A single US endoscopy clinic showed that 
$10,000 of propofol was unaccounted for over a four-week pe-
riod.14 Although transactional discrepancies do not equate to 
diversion, they are a potential signal of diversion and highlight 
areas for improvement.15 The hospital medication-use process 
(MUP; eg, procurement, storage, preparation, prescription, 
dispensing, administration, waste, return, and removal) has 
multiple vulnerabilities that have been exploited. Published ac-
counts of diversion include falsification of clinical documents, 
substitution of saline for medication, and theft.4,20-23 Hospitals 
require guidance to assess their drug processes against known 
vulnerabilities and identify safeguards that may improve their 
capacity to prevent or detect diversion.

In this work, we provide a scoping review on the emerging 
topic of drug diversion to support hospitals. Scoping reviews 
can be a “preliminary attempt to provide an overview of exist-
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Drug losses and theft from the healthcare system are 
accelerating; hospitals are pressured to implement 
safeguards to prevent drug diversion. Thus far, no reviews 
summarize all known risks and potential safeguards for 
hospital diversion. Past incidents of hospital drug diversion 
have impacted patient and staff safety, increased hospital 
costs, and resulted in infectious disease outbreaks. We 
searched MEDLINE, Embase, PsycINFO, CINAHL, Scopus, 
and Web of Science databases and the gray literature for 
articles published between January 2005 and June 2018. 
Articles were included if they focused on hospital settings 
and discussed either: (1) drug security or accounting 
practices (any drug) or (2) medication errors, healthcare 
worker substance use disorder, or incident reports (only with 
reference to controlled drugs). We included 312 articles and 
extracted four categories of data: (1) article characteristics 

(eg, author location), (2) article focus (eg, clinical areas 
discussed), (3) contributors to diversion (eg, factors enabling 
drug theft), and (4) diversion safeguards. Literature reveals a 
large number of contributors to drug diversion in all stages 
of the medication-use process. All health professions and 
clinical units are at risk. This review provides insights into 
known methods of diversion and the safeguards hospitals 
must consider to prevent them. Careful configuration of 
healthcare technologies and processes in the hospital 
environment can reduce the opportunity for diversion. 
These system-based strategies broaden the response to 
diversion beyond that of individual accountability. Further 
evidence is urgently needed to address the vulnerabilities 
outlined in this review and prevent harm. Journal of 
Hospital Medicine 2019;14:419-428. Published online first 
June 12, 2019. © 2019 Society of Hospital Medicine
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ing literature that identifies areas where more research might 
be required.”24 Past literature has identified sources of drugs 
for nonmedical use,6,25,26 provided partial data on the quanti-
ties of stolen drug,7,8 and estimated the rate of HCW diver-
sion.5,27-29 However, no reviews have focused on system gaps 
specific to hospital MUPs and diversion. Our review remedies 
this knowledge gap by consolidating known weaknesses and 
safeguards from peer- and nonpeer-reviewed articles. Drug 
diversion has been discussed at conferences and in news arti-
cles, case studies, and legal reports; excluding such discussion 
ignores substantive work that informs diversion practices in 
hospitals. Early indications suggest that hospitals have not yet 
implemented safeguards to properly identify when diversion 
has occurred, and consequently, lack the evidence to contrib-
ute to peer-reviewed literature. This article summarizes (1) clin-
ical units, health professions, and stages of the MUP discussed, 
(2) contributors to diversion in hospitals, and (3) safeguards to 
prevent or detect diversion in hospitals.

METHODS
Scoping Review
We followed Arksey and O’Malley’s six-step framework for 
scoping reviews,30 with the exception of the optional consul-
tation phase (step 6). We addressed three questions (step 1): 
what clinical units, health professions, or stages of the medica-
tion-use process are commonly discussed; what are the identi-
fied contributors to diversion in hospitals; and what safeguards 
have been described for prevention or detection of diversion 
in hospitals? We then identified relevant studies (step 2) by 
searching records published from January 2005 to June 2018 
in MEDLINE, Embase, PsycINFO, CINAHL, Scopus, and Web 
of Science; the gray literature was also searched (see supple-
mentary material for search terms).

All study designs were considered, including quantitative 
and qualitative methods, such as experiments, chart reviews 
and audit reports, surveys, focus groups, outbreak investiga-
tions, and literature reviews. Records were included (step 3) if 
abstracts met the Boolean logic criteria outlined in Appendix 
1. If no abstract was available, then the full-text article was as-
sessed. Prior to abstract screening, four reviewers (including 
R.R.) independently screened batches of 50 abstracts at a time 
to iteratively assess interrater reliability (IRR). Disagreements 
were resolved by consensus and the eligibility criteria were re-
fined until IRR was achieved (Fleiss kappa > 0.65). Once IRR 
was achieved, the reviewers applied the criteria independently. 
For each eligible abstract, the full text was retrieved and as-
signed to a reviewer for independent assessment of eligibility. 
The abstract was reviewed if the full-text article was not avail-
able. Only articles published in English were included.

Reviewers charted findings from the full-text records (steps 
4 and 5) by using themes defined a priori, specifically literature 
characteristics (eg, authors, year of publication), characteristics 
related to study method (eg, article type), variables related to 
our research questions (eg, variations by clinical unit, health 
profession), contributors to diversion, and safeguards to de-
tect or prevent diversion. Inductive additions or modifications 

to the themes were proposed during the full-text review (eg, 
reviewers added a theme “name of drugs diverted” to identify 
drugs frequently reported as diverted) and accepted by con-
sensus among the reviewers.

RESULTS
Scoping Review
The literature search generated 4,733 records of which 307 
were duplicates and 4,009 were excluded on the basis of 
the eligibility criteria. The reviewers achieved 100% interrater 
agreement on the fourth round of abstract screening. Upon 
full-text review, 312 articles were included for data abstraction 
(Figure).

Literature Characteristics
Table 1 summarizes the characteristics of the included liter-
ature. The articles were published in a mix of peer-reviewed 
(137, 44%) and nonpeer-reviewed (175, 56%) sources. Some 
peer-reviewed articles did not use research methods, and 
some nonpeer-reviewed articles used research methods (eg, 
doctoral theses). Therefore, Table 1 categorizes the articles by 
research method (if applicable) and by peer-review status. The 
articles primarily originated in the United States (211, 68%) fol-
lowed by Canada (79, 25%) and other countries (22, 7%). Most 
articles were commentaries, editorials, reports or news media, 
rather than formal studies presenting original data.

Literature Focus by Clinical Unit, Health Profession, 
and Stage of Medication-Use Process
Most articles did not focus the discussion on any one clinical 
unit, health profession, or stage of the MUP. Of the articles that 
made explicit mention of clinical units, hospital pharmacies 
and operating rooms were discussed most often, nurses were 
the most frequently highlighted health profession, and most 
stages of the MUP were discussed equally, with the exception 
of prescribing which was mentioned the least (Supplementary 
Table).

Contributors to Diversion
The literature describes a variety of contributors to drug diver-
sion. Table 2 organizes these contributors by stage of the MUP 
and provides references for further discussion.

The diverse and system-wide contributors to diversion de-
scribed in Table 2 support inappropriate access to controlled 
drugs and can delay the detection of diversion after it oc-
curred. These contributors are more likely to occur in orga-
nizations that fail to adhere to drug-handling practices or to 
carefully review practices.34,44

Diversion Safeguards in Hospitals
Table 3 summarizes published recommendations to mitigate 
the risk of diversion by stage of the MUP.

DISCUSSION
This review synthesizes a broad sample of peer- and non-
peer-reviewed literature to produce a consolidated list of 



Controlled-Drug Diversion in Hospitals   |   Fan et al

An Official Publication of the Society of Hospital Medicine	 Journal of Hospital Medicine®    Vol 14  |  No 7  |  July 2019          421

known contributors (Table 2) and safeguards against (Table 3) 
controlled-drug diversion in hospitals. The literature describes 
an extensive list of ways drugs have been diverted in all stag-
es of the MUP and can be exploited by all health professions 
in any clinical unit. Hospitals should be aware that nonclinical 
HCWs may also be at risk (eg, shipping and receiving person-
nel may handle drug shipments or returns, housekeeping may 
encounter partially filled vials in patient rooms). Patients and 
their families may also use some of the methods described 
in Table 2 (eg, acquiring fentanyl patches from unsecured 
waste receptacles and tampering with unsecured intravenous  
infusions).

Given the established presence of drug diversion in the lit-
erature,5,7-9,96,97 hospitals should assess their clinical practices 
against these findings, review the associated references, and 
refer to existing guidance to better understand the intricacies 
of the topic.7,31,51,53,60,79 To accommodate variability in practice 
between hospitals, we suggest considering two underlying 
issues that recur in Tables 2 and 3 that will allow hospitals to 
systematically analyze their unique practices for each stage of 
the MUP.

The first issue is falsification of clinical or inventory documen-
tation. Falsified documents give the opportunity and appear-
ance of legitimate drug transactions, obscure drug diversion, 
or create opportunities to collect additional drugs. Clinical 
documentation can be falsified actively (eg, deliberately falsi-
fying verbal orders, falsifying drug amounts administered or 
wasted, and artificially increasing patients’ pain scores) or pas-
sively (eg, profiled automated dispensing cabinets [ADC] al-
low drug withdrawals for a patient that has been discharged or 

transferred over 72 hours ago because the system has not yet 
been updated). Falsification of inventory documentation can 
involve deliberate miscounting of drug inventory, removing 
records of drug procurement and intercepting the shipment 
when it arrives, and forging signatures on drug deliveries from 
the pharmacy to the care unit. Prevention safeguards include 
constraining clinical choices, decreasing delays to documenta-
tion updates, increasing traceability, and improving verification 
of transactions. For example, standardizing ordering protocols 
constrains clinical choices so that minimal controlled drug is 
dispensed, leading to reduced risk of dispensing more than 
the patient needs (eg, order sets that avoid dose ranges or lim-
it as needed [PRN] doses). An example of decreasing delays to 
documentation updates are ADC profiles that rapidly remove 
discharged patients, so that it is not possible to dispense drugs 
for a transferred patient. Examples of increasing traceability in-
clude biometric (eg, fingerprint) signatures or using cameras in 
select areas which deter forgery and support auditing. Verifica-
tion of the transactions listed in the documentation has typical-
ly relied upon a real-time witness, but may not always be possi-
ble. For example, it is infeasible to require a witness to verify all 
drug administration to patients. Therefore, future work may be 
needed to develop other strategies to verify physical transac-
tions (eg, weight sensors and computer vision). Detection safe-
guards for documentation rely on auditing, therefore electron-
ic systems can be an important asset to employ. For example, 
electronic systems support monitoring of unusual trends (eg, 
prescribing activity by care unit or HCW; number of unverified 
verbal orders; dispensing activity by ADC, care unit, drug, or 
HCW; variations in patient pain scores between HCWs; drug 

FIG. Flow Diagram of Inclusion and Exclusion of Identified Articles.

Records identified through  
database searching (n = 4,435)

Records identified (n = 4,733)

Records screened (n = 4,426)

Full-text articles assessed  
for eligibility (n = 417)
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synthesis (n = 312)

Duplicates removed (n = 307)

Records excluded (n = 4,009)

Additional records identified  
through other sources (n = 298)
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setting (n = 33)
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• �Does not mention controlled 
drugs (n = 10)

• �Focuses on prescribing trends 
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• �Published before 2005 (n = 6)

• �Focuses on environmental 
effects of wasting (n = 1)

• �A list of links (n = 1)

• �Questionnaire (n = 1)

• �Full text is not in English (n = 1)

• �Discusses adverse events from 
the medications (n = 1)
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wastage amounts). If data from multiple systems can be inte-
grated (eg, electronic health records and ADCs), then hospitals 
can more easily identify discrepancies among the drug amount 
ordered, dispensed, administered, and wasted or disposed for 
each patient. Hospitals can also compare purchased invento-
ry against financial records to identify discrepancies. Clinical 
outcomes can also highlight potential drug discrepancies (eg, 
uncontrolled pain could be a signal for partial or absent ad-
ministration of drugs).

The second issue involves failure to maintain the physical 
security of controlled drugs, thereby allowing unauthorized ac-
cess. This issue includes failing to physically secure drug stock 
(eg, propping doors open to controlled-drug areas; failing to 
log out of ADCs, thereby facilitating unauthorized access; and 
leaving prepared drugs unsupervised in patient care areas) or 
failing to maintain accurate access credentials (eg, staff no lon-

ger working on the care unit still have access to the ADC or 
other secure areas). Prevention safeguards require adherence 
to existing security protocols (eg, locked doors and staff ac-
cess frequently updated) and limiting the amount of controlled 
drugs that can be accessed (eg, supply on care unit should be 
minimized to what is needed and purchase smallest unit dos-
es to minimize excess drug available to HCWs). Hospitals may 
need to consider if security measures are actually feasible for 
HCWs. For example, syringes of prepared drugs should not be 
left unsupervised to prevent risk of substitution or tampering; 
however, if the responsible HCW is also expected to collect 
supplies from outside the care area, they cannot be expected 
to maintain constant supervision. Detection safeguards include 
the use of tamper-evident packaging to support detection of 
compromised controlled drugs or assaying drug waste or oth-
er suspicious drug containers to detect dilution or tampering. 

TABLE 1. Summary of Literature Characteristics1 (n = 312 Articles Included in the Analysis)

Article type n (%)

Location of article 312 (100)

United States 211 (68)

Canada 79 (25)

Other2 22 (7)

Article Type3 Total n (%) Nonpeer Reviewed n (%) Peer Reviewed n (%)

Commentary, editorial or report 94 (29) 33 (35) 61 (65)

News media, magazine article or press release 44 (14) 44 (100) –

Legislative or regulatory document 27 (8) 27 (100) –

Case study or case report 25 (8) 3 (12) 22 (88)

Chart review or medication records review (eg, audit of medication records) 21 (7) 4 (19) 17 (81)

Survey or database review (eg, law enforcement data) 16 (5) 3 (19) 13 (81)

Literature analysis (eg, systematic review or study with less rigorous method) 13 (4) 5 (38) 8 (62)

Guidance from professional organizations 9 (3) 6 (67) 3 (33)

Case law (hearings or decisions) 7 (2) 7 (100) –

Outbreak investigation 4 (1) – 4 (100)

Focus group and/or interview study 4 (1) – 4 (100)

Drug assay 4 (1) 1 (25) 3 (75)

Direct observation or in-person clinical audit 4 (1) 1 (25) 3 (75)

Experimental study 3 (1) – 3 (100)

Cohort study or analysis 2 (1) – 2 (100)

Randomized controlled trial 1 (0) – 1 (100)

Other (eg, newsletter, patent, article supplement) 45 (14) 45 (100) –

1All categories are listed by descending frequency (highest to lowest count), with the exception of the “Other” category.
2Including Australia, Brazil, Finland, France, Japan, Korea, Malaysia, Nepal, New Zealand, South Africa, Spain, Thailand, United Kingdom
3Some articles were assigned to more than one category, therefore the total count of articles will exceed 312.
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TABLE 2. Contributors to Diversion at Each Stage of the Medication-Use Process with Associated List of References
Stage of Medication-Use Process Contributors to Diversion Description, Examples, and Associated References

Procurement Excess ordering Excess drug can be ordered and diverted by removing the purchase order and packing slip, thereby obscuring 
evidence of any diversion at all.20,31 

Storagea Unsupervised access to drug storage areas High levels of personnel traffic can lead to poor practices (eg, doors may be propped open32,33), which may 
obscure who has accessed drug storage areas.20,34

When unsupervised, drugs can be vulnerable to tampering, while the product container appears intact (eg, 
removing a few pills from a 1000-count bottle, drinking cough syrup directly from the bottle23,35). Individuals 
may also substitute saline for diverted drug to obscure tampering.11,22,31,36 Intentional miscounts of received 
drug while restocking can also obscure diversion.37,38

Prescribing Unverified verbal orders Verbal orders can be falsified to grant inappropriate access to controlled drug.12,31 

Flexible ordering Although there are legitimate reasons for allowing flexible dose orders (eg, as-needed doses, a dosing range), 
they allow access to more drug than may be needed and can facilitate diversion39,40 (eg, maximum doses 
recorded as administered, but excess actually diverted).

Forgery If prescription pads are not kept physically secured and strictly supervised, written orders can be altered, forged 
or reused.23,31,36

Preparation Compounding and repackaging Procuring drugs that require compounding or repackaging (eg, not purchasing unit doses) provides 
opportunities for diversion (eg, diversion from overfill,15,31 “extra” withdrawals from multidose containers, 
tampering/substitution of drug in solutions).31,41

Dispensing Typical doses smaller than stocked drugs When drug doses are purchased in formats that exceed the typical doses used on the clinical unit, and are 
not compounded or repackaged to unit doses, HCWs at the bedside gain reliable access to excess drug when 
prescribed.42

Poor verification of dispensing to clinical units When drugs are transferred from pharmacy to a clinical unit, the delivery person can forge the co-signature of 
an individual “verifying” receipt.35 Unsupervised inventory checks when replenishing unit inventory can open 
the door to intentional miscounts.37,43

Reduced pharmacy oversight of dispensing  
with introduction of technology

Implementation of ADCs44 and computerized physician order entry can reduce awareness of drug use (eg, 
hydromorphone previously available only from pharmacy may become available in the emergency department’s 
ADC45).

Dispensing and administration Loopholes in the intended use of ADCs HCWs may cancel or perform null transactions, such that the ADC does not record a change in inventory, 
despite a quantity of drug having been taken,38,46-48 or they may withdraw both injectable and oral drugs at 
the same time (eg, a duplicate dose) to obscure diversion of an extra dose.34 HCWs may withdraw drugs for 
patients who have been discharged or transferred, or for surgical cases that have been cancelled.31,47,49,50

Administration Prepared drugs are unsupervised and unsecured Prepared drugs left unsecured in clinical areas51 are prone to diversion (eg, unlabeled prepared syringes may be 
replaced with syringes of saline). Drugs can also be withdrawn from active IV infusions (eg, patient-controlled 
analgesia (PCA) pumps).33,48

Unsupervised access to drug stock in patient 
care areas

HCWs may not lock drug inventory (eg, an anesthesiologist may leave the room without locking the drug cart,52 
nurses may forget to log out of the ADC46).

ADC may not be optimally configured, updated, 
or monitored

ADCs may allow users to perform a “critical override” when the pharmacy is closed,46,53 granting access to 
drugs normally requiring pharmacy review; if this access is not regularly reviewed the override feature can be 
abused.
Access privileges to the ADC may not be revoked, providing access to some HCWs longer than appropriate.49 
ADCs may not automatically log out within a short enough timeframe, falsely tying subsequent withdrawals 
to the original user.46 ADCs, if not rapidly updated, can dispense drugs for patients that have already been 
discharged or transferred.46,47

Flexibility in administration HCWs may be given a high degree of autonomy10 and flexibility, which can create opportunities for 
diversion (eg, flexible ordering [see ‘Prescribing’]) can increase latitude for unnecessary dispensing,39 delays 
between dispensing and wasting facilitates diversion of partial doses,44 sloppy recordkeeping can obscure 
traceability49,50,54). Intravenous infusions can be prematurely replaced, or fentanyl patches reused, to make 
additional drug available for diversion.47

Falsification of patient documentation HCWs may document complete administration of a drug when some or all of the dose was 
diverted,4,22,31,37,39,41,50 and/or may falsely report pain scores to support apparently higher dose 
administration.48,55,56 

Wastage, returns and disposal Visual confirmation of wasting cannot detect 
drug content

Individuals diverting drugs may replace the contents of a syringe with saline before requesting a witness.12,57 

Falsification of drug expiry Prematurely expiring valid drugs allows them to be transferred to a separate area;20 these drugs may then be 
less frequently audited thereafter, and at higher risk of diversion.

Presence of partially administered drugs  
on clinical units

Drugs yet to be fully administered (eg, unfinished infusions10) may be left unmonitored in clinical areas and 
diverted.19,32,51 Overfill in an injectable vial can be diverted.58

Unsecured waste receptacles Drugs may be removed from sharps receptacles.4,21,34,47,54,59,60 Expired drugs may be diverted from holding areas.23,31,35

Complacency in the enforcement  
of wasting procedures

Optimal practices may not be regularly reinforced (eg, drugs accidentally taken home in HCWs’ pockets,46 lack 
of adherence to proper drug wasting procedure12).

Falsification of witnessing HCWs may verify wastage without actually witnessing it.4,42,50 A colleague’s credentials can be used to 
document that wastage was witnessed, without their presence.22,31

aFor convenience, storage is placed after the procurement stage of the medication-use process because the largest storehouse of controlled drug likely exists in the hospital pharmacy. However, 
storage occurs elsewhere (eg, in patient areas, delivery trucks) and readers should be cognizant that storage risks occur at multiple stages of the medication-use process, rather than as a 
discrete step as it may appear in the table.

Abbreviations: ADC, automated dispensing cabinet; HCW, healthcare worker; PCA, patient-controlled analgesia.
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Hospitals may also consider monitoring whether staff access 
controlled-drug areas when they are not scheduled to work to 
detect security breaches.

Safeguards for both issues benefit from an organizational 
culture reinforced through training at orientation and annually 
thereafter. Staff should be aware of reporting mechanisms (eg, 
anonymous hotlines), employee and professional assistance 
programs, self-reporting protocols, and treatment and reha-
bilitation options.10,12,29,47,72,91 Other system-wide safeguards 
described in Table 3 should also be considered. Detection of 
transactional discrepancies does not automatically indicate 
diversion, but recurrent discrepancies indicate a weakness in 
controlled-drug management and should be rectified; diver-
sion prevention is a responsibility of all departments, not just 
the pharmacy.

Hospitals have several motivations to actively invest in 

safeguards. Drug diversion is a patient safety issue, a pa-
tient privacy issue (eg, patient records are inappropriately 
accessed to identify opportunities for diversion), an occu-
pational health issue given the higher risks of opioid-related 
SUD faced by HCWs, a regulatory compliance issue, and a 
legal issue.31,41,46,59,78,98,99 Although individuals are accountable 
for drug diversion itself, hospitals should take adequate mea-
sures to prevent or detect diversion and protect patients and 
staff from associated harms. Hospitals should pay careful at-
tention to the configuration of healthcare technologies, en-
vironments, and processes in their institution to reduce the 
opportunity for diversion.

Our study has several limitations. We did not include arti-
cles prior to 2005 because we captured a sizable amount of 
literature with the current search terms and wanted the ma-
jority of the studies to reflect workflow based on electronic 

TABLE 3. Diversion Safeguards at Each Stage of the Medication-Use Process with Associated List of Referencesa

Stage of Medication-Use Process Safeguard Description, Examples, and Associated References

Procurement Separate purchasing and receiving roles Regularly rotate healthcare workers (HCWs) associated with inventory control roles (eg, purchase, 
discrepancy resolution, auditing).35 Provide the minimum information necessary for a purchaser to 
generate orders to replenish controlled drugs.35

Periodically audit and reconcile vault inventory 
against purchasing and receiving records

Periodically audit inventory, particularly controlled drugs stored in the pharmacy vault.31,35 Reconcile 
financial statements and wholesale purchase history with inventory; this may identify cases where the 
purchase orders and packing slips (as a pair) have been removed.31,40,61 Maintain a separate log of all 
purchase orders so they can be reconciled against the vault records.35 Establish a process to identify 
unusual peaks in quantity or frequency of controlled-drug purchases.31

Storageb Improve detection of drug tampering Purchase drugs with tamper-evident packaging (eg, seals that break upon opening).11,40,62 Regularly 
inspect inventory for tampering,31,34 particularly after discrepancies have been identified.31,33

Enable processes in the pharmacy that enforce 
documentation and traceability of controlled-drug 
inventory and all who have accessed it 

Establish clear audit trails for all controlled-drug access (ie, who accessed substances and when, what 
changes were made).63 Cameras recording critical areas (eg, controlled-drug vault) will help identify who 
has accessed inventory.11,21,35,40,61 Blind counts should be used in the pharmacy when accessing controlled 
drugs; and users should identify how much is to be removed before gaining access.40 Establish dedicated 
human resources to audit access reports and known risk points (eg, repackaged products).35 Ensure 
that expiry dates are accurate in inventory documentation, and eliminate other sources of discrepancies 
(eg, labeling on products differing from product records in electronic system).64 Audit multi-dose or bulk 
transactions to account for each milligram of drug.35 

Maximize security of drugs within the pharmacy Limit access to inventory areas to appropriate HCWs (and only on days when they are scheduled to 
work), and minimize unnecessary traffic (eg, personal belongings never kept in drug storage areas).10,61 
Secure multidose vials when not in use (eg, in a locked refrigerator).35 Ensure that key/code access is 
tightly controlled, and establish a process to update keys/codes regularly.38,40,52 

Prescribing Establish processes to identify unusual or 
inappropriate prescribing

Do not allow prescribers to prescribe drug for themselves or for friends/family.40, Identify unusual 
prescribing trends or patterns (eg, variance compared to peers).31 Audit compliance with verbal order 
policy;65 large numbers of rejected verbal orders may be cause for suspicion.33,47

Reduce range orders Where feasible, restrict the use of dosing ranges;40 this prevents HCWs seeking to divert from 
preferentially documenting larger doses to facilitate their diversion. Frequent assessments of the patient’s 
sedation may reduce the amount of drug administered66 and therefore the amount available for diversion. 

Avoid forged prescriptions Ensure that prescription pads/papers are kept secure and are tamper-resistant; ensure that electronic 
order entry/e-prescribing systems are secure.21,31,32,35,36,40

Preparation Avoid compounding and repackaging Purchase unit-dose drugs where possible, to minimize requirements for repackaging of drugs in 
pharmacy and thus minimize opportunities for diversion.40

Dispensing Log drug movement into and out of the pharmacy Log drugs entering or leaving the pharmacy to support auditing, with identification and resolution of 
discrepancies daily, ideally by a HCW who is not routinely involved in handling controlled drugs.35 Include 
in the log: dispensation by hand, dispensation to unit automated dispensing cabinets (ADCs), and other 
deliveries.40,67 Deliveries to non-ADC areas should be co-signed by the delivery person and the receiver, 
and the drugs should be immediately secured on the unit.40

Reduce unnecessary supply and access to controlled 
drugs on clinical units

Limit quantities of drugs stocked in the unit, and restock frequently; use unit doses where possible, to 
reduce drug waste susceptible to diversion.68 Avoid placing controlled drugs in matrix-type drawers that 
accommodate multiple products (wherever possible, access should be limited to only the desired drugs).68 
When the pharmacy is closed, limit the supply of controlled drugs for urgent orders. For surgical teams, 
consider limiting the supply of narcotics (per procedure or daily), to maximize individual accountability 
and simplify the audit trail; reconciliation of the administration record with the dispensing record and 
wastage should occur immediately to identify and resolve discrepancies.69 Controlled-drug inventory 
levels are routinely reviewed, and orders are based on usage to minimize excess stock.31

Continued on page 425
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TABLE 3. Diversion Safeguards at Each Stage of the Medication-Use Process with Associated List of Referencesa 
(continued)
Stage of Medication-Use Process Safeguard Description, Examples, and Associated References

Administration Minimize the use of critical override function ADCs may allow users to access specific drugs when the pharmacy is closed or in critical emergent 
situations (typically via a “critical override”). Eliminate this function, or institute tight control with 
co-signatures and frequent auditing.40,68 Other approaches to override controls (eg, in the case of power 
outages, system failures) should also be audited and evaluated for security.46,68 Avoid the need for 
nonpharmacists to have access to the pharmacy by properly stocking night cabinets, drug carts or ADCs 
during pharmacy off-hours.68 

Ensure clinical documentation is accurate to enable 
detection of abnormal patterns in drug access

Ensure records accurately capture which HCWs are accessing what drugs and when to ensure that 
the amount of drug ordered, administered, and wasted is clinically appropriate.21,56,63,70 The number of 
discrepancies should be tracked, and resolved within 24 hours, and 72 hours at most.15,31,46 Electronic 
systems (eg, ADCs) may support accurate documentation and trigger alerts (eg, HCWs withdrawing more 
drug than their peers will be flagged).71 After-hours drug access and repeating pairs of co-signers should 
also be identified.10,31,43,72

Nonclinical systems (eg, key-card access and shift schedules) should also be consulted to identify HCWs: 
accessing drugs or documentation when not on duty, accessing ADCs outside their work area, or 
associating with patients who have been affected by outbreaks of blood-borne pathogens (eg, hepatitis 
C virus).11,53

For patient-controlled analgesia, institute a co-signature process for pump cartridges, keep such cartridges 
secure in a locked infusion pump;10,21 require that a witness observe the waste disposal process once 
the cartridge is removed from the pump.31 Where possible, use portless intravenous infusion tubing for 
controlled-drug infusions, lock pump interfaces (to limit manipulation of infusion rate and/or volume) and 
clearly document volumes infused, infusion rate and boluses for reconciliation at shift change.10

Minimize credential sharing between HCWs and 
ensure access privileges are updated frequently

Passwords and/or identification badges should never be shared between HCWs;38,56 the use of biometric 
access may reduce the risk of credential sharing.37,40,61,73,74 Ensure that ADCs are updated regularly to 
capture staffing changes, and changes to patient profiles (eg, discharged patients should not appear in 
the ADC patient list).46

Support drug-handling procedures that promote 
accountability and security

Maximize the security of dispensed drug: provide containers for carrying drugs to the bedside to 
minimize risk of being left unattended;68 such containers help to secure controlled drug before and 
after administration, before disposal of waste. However, these containers should only be accessible to 
authorized personnel when not in use.31

Limit amount of dispensed drug: limit drug retrieval to the current doses required for a single patient.56 
Prohibit withdrawal of more than a single dose of a controlled drug into a syringe, so that partial doses 
are not vulnerable to diversion.21

Maximize accountability for dispensed drug: the HCW retrieving the drug should be the person 
who administers, to optimize accountability.33,40 Assigning patients to specific HCWs may increase 
accountability and traceability of drug administration.33,55

Reduce opportunities for diversion between drug 
withdrawal and administration

Define a specific interval within which drugs should be administered after retrieval.40 Ensure that the 
number, size and location of ADCs is appropriate for the clinical unit (ie, no more than 30 m from 
patients’ rooms) to support usability, efficiency and compliance.75 HCWs should use ADCs only in their 
primary work area. Account for nurses’ requirements and concerns, which may differ from those of the 
pharmacy (eg, nursing workflow may require more counter space and multi-tasking across multiple 
medical devices than pharmacists would consider).75 Label any syringes containing drugs that are not 
administered immediately, in accordance with institutional policy.10,40,52,62

Wastage, returns, and disposal Audit wasted drugs using assay technologies Consider random assays of drugs returned to the pharmacy via refractometry or ultraviolet spectroscopy, 
with recognition that each approach has its limitations (eg, accuracy and cost).4,31,35,49,69,76,77 

Reinforce the need for appropriate witnessing Establish processes to ensure that all waste is witnessed in real time with visual line of sight; witnessing 
after the fact is unacceptable.21,56 Some guidelines suggest wasting occur at time of withdrawal from 
secure storage.78 The transfer of controlled drugs to a destruction company should also be witnessed and 
co-signed.65 

Secure wasted and expired drugs Frequently remove expired items to prevent accumulation of drug.21,23,35 Sharps/waste receptacles should 
prevent drugs and waste from being shaken out or attempts to forcibly reach into openings.21 If larger 
containers must be used, video cameras may be helpful to monitor their status.21 Lock waste receptacles 
to the wall or other stationary equipment so that they cannot be easily removed from a clinical unit; keys 
allowing replacement of containers should be limited to a few designated HCWs.21 

Audit and reconcile documentation to verify wastage Verify and audit the return of drugs intended for disposal to the pharmacy (eg, require co-signatures 
from the responsible HCW and the recipient in the pharmacy). All other wastage should be witnessed 
and co-signed.21,31,56 Where possible, correlate quantities administered with quantities dispensed (eg, 
dispensations per surgical case). Reconcile the list of controlled drugs sent for disposal against reports 
from the destruction company, to ensure that all items are accounted for.4,65

Continued on page 426
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health records and medication ordering, which only came into 
wide use in the past 15 years. Other possible contributors and 
safeguards against drug diversion may not be captured in our 
review. Nevertheless, thorough consideration of the two un-
derlying issues described will help protect hospitals against 
new and emerging methods of diversion. The literature search 
yielded a paucity of controlled trials formally evaluating the ef-
fectiveness of these interventions, so safeguards identified in 
our review may not represent optimal strategies for respond-
ing to drug diversion. Lastly, not all suggestions may be appli-
cable or effective in every institution.

CONCLUSION
Drug diversion in hospitals is a serious and urgent concern 
that requires immediate attention to mitigate harms. Past in-
cidents of diversion have shown that hospitals have not yet 
implemented safeguards to fully account for drug losses, with 
resultant harms to patients, HCWs, hospitals themselves, and 
the general public. Further research is needed to identify 
system factors relevant to drug diversion, identify new safe-
guards, evaluate the effectiveness of known safeguards, and 
support adoption of best practices by hospitals and regula-
tory bodies.
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