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Electronic health information exchange (HIE) was a founda-
tional goal of the 2009 Health Information Technology for 
Economic and Clinical Health (HITECH) Act, but 7 years lat-
er we are far from a nationally interoperable health system. 
Connected electronic health records have the potential to 
enable fast access to a wealth of clinical data and can deliver 
a solution to the highly fragmented US healthcare system. In 
this review, we present a history and background of HIE, in-
cluding its potential to deliver significant cost savings to the 

healthcare system. We examine the key components of HIE, 
including exchanges, the mechanism, and options available 
to providers. Health information exchange faces significant 
challenges, ranging from technical issues to lack of a clear 
goal, but continued policy initiatives and new technologies 
represent a promising path to providing clinicians with rou-
tine, electronic patient data. Journal of Hospital Medicine 
2017;12:193-198. © 2017 Society of Hospital Medicine

The US healthcare system is highly fragmented, with pa-
tients typically receiving treatment from multiple providers 
during an episode of care and from many more providers over 
their lifetime.1,2 As patients move between care delivery set-
tings, whether and how their information follows them is de-
termined by a haphazard and error-prone patchwork of tele-
phone, fax, and electronic communication channels.3 The 
existence of more robust electronic communication channels 
is often dictated by factors such as which providers share the 
same electronic health record (EHR) vendor rather than 
which providers share the highest volume of patients. As a 
result, providers often make clinical decisions with incom-
plete information, increasing the chances of misdiagnosis, 
unsafe or suboptimal treatment, and duplicative utilization. 

Providers across the continuum of care encounter chal-
lenges to optimal clinical decision-making as a result of in-
complete information. These are particularly problematic 
among clinicians in hospitals and emergency departments 
(EDs). Clinical decision-making in EDs often involves ur-
gent and critical conditions in which decisions are made un-
der pressure. Time constraints limit provider ability to find 
key clinical information to accurately diagnose and safely 
treat patients.4-6 Even for planned inpatient care, providers 
are often unfamiliar with patients, and they make safer deci-
sions when they have full access to information from outside 
providers.7,8

Transitions of care between hospitals and primary care 
settings are also fraught with gaps in information sharing. 
Clinical decisions made in primary care can set patients on 

treatment trajectories that are greatly affected by the qual-
ity of information available to the care team at the time of 
initial diagnosis as well as in their subsequent treatment. 
Primary care physicians are not universally notified when 
their patients are hospitalized and may not have access to 
detailed information about the hospitalization, which can 
impair their ability to provide high quality care.9-11

Widespread and effective electronic health information 
exchange (HIE) holds the potential to address these chal-
lenges.3 With robust, interconnected electronic systems, key 
pieces of a patient’s health record can be electronically ac-
cessed and reconciled during planned and unplanned care 
transitions. The concept of HIE is simple—make all relevant 
patient data available to the clinical care team at the point 
of care, regardless of where that information was generat-
ed. The estimated value of nationwide interoperable EHR 
adoption suggests large savings from the more efficient, less 
duplicative, and higher quality care that likely results.12,13

There has been substantial funding and activity at federal, 
state, and local levels to promote the development of HIE 
in the US. The 2009 Health Information Technology for 
Economic and Clinical Health (HITECH) Act has the spe-
cific goal of accelerating adoption and use of certified EHR 
technology coupled with the ability to exchange clinical 
information to support patient care.14 The HITECH pro-
grams supported specific types of HIE that were believed to 
be particularly critical to improving patient care and includ-
ed them in the federally-defined criteria for Meaningful Use 
(MU) of EHRs (ie, providers receive financial incentives 
for achieving specific objectives). The MU criteria evolve, 
moving from data capture in stage 1 to improved patient 
outcomes in stage 3.15 The HIE criteria focus on sending and 
receiving summary-of-care records during care transitions.

Despite the clear benefits of HIE and substantial support 
stated in policy initiatives, the spread of national HIE has 
been slow. Today, HIE in the US is highly heterogeneous: as 
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a result of multiple federal-, state-, community-, enterprise- 
and EHR vendor-level efforts, only some provider organi-
zations are able to engage in HIE with the other provider 
organizations with which they routinely share patients. In 
this review, we offer a framework and a corresponding set 
of definitions to understand the current state of HIE in the 
US. We describe key challenges to HIE progress and offer 
insights into the likely path to ensure that clinicians have 
routine, electronic access to patient information.  

FOUR KEY DIMENSIONS OF HEALTH  
INFORMATION EXCHANGE
While the concept of HIE is simple—electronic access to 
clinical information across healthcare settings—the opera-
tionalization of HIE occurs in many different ways.16 While 
the terms “health information exchange” and “interopera-
bility” are often used interchangeably, they can have differ-
ent meanings. In this section, we describe 4 important di-
mensions that serve as a framework for understanding any 
given effort to enable HIE (Table).  

(1) What Is Exchanged? Types of Information
The term “health information exchange” is ambiguous with 
respect to the type(s) of information that are accessible. 
Health information exchange may refer to the process of 2 
providers electronically sharing a wide range of data, from a 
single type of information (eg, lab test results), summary of 
care records, to complete patient records.17 Part of this am-
biguity may stem from uncertainty about the scope of infor-
mation that should be shared, and how this varies based on 
the type of clinical encounter. For example, critical types of 
information in the ED setting may differ from those relevant 
to a primary care team after a referral. While the ability to 
access only particular types of information will not address 
all information gaps, providing access to complete patient 
records may result in information overload that inhibits the 
ability to find the subset of information relevant in a given 
clinical encounter.  

(2) Who is Exchanging? Relationship  
Between Provider Organizations
The types of information accessed electronically are effec-
tively agnostic to the relationship between the provider or-
ganizations that are sharing information. Traditionally, HIE 
has been considered as information that is electronically 
shared among 2 or more unaffiliated organizations. However, 
there is increasing recognition that some providers may not 
have electronic access to all information about their patients 
that exists within their organization, often after a merg-
er or acquisition between 2 providers with different EHR 
systems.18,19 In these cases, a primary care team in a large 
integrated delivery system may have as many information 
gaps as a primary care team in a small, independent practice. 
Fulfilling clinical information needs may require both intra- 
and interorganizational HIE, which complicates the design 
of HIE processes and how the care team approaches incor-
porating information from both types of organizations into 
their decision-making. It is also important to recognize that 
some provider organizations, particularly small, rural prac-
tices, may not have the information technology and connec-
tivity infrastructure required to engage in HIE.

(3) How Is Information Exchanged?  
Types of Electronic Access: Push vs Pull Exchange
To minimize information gaps, electronic access to informa-
tion from external settings needs to offer both “push” and 
“pull” options. Push exchange, which can direct information 
electronically to a targeted recipient, works in scenarios in 
which there is a known information gap and known infor-
mation source. The classic use for push exchange is care co-
ordination, such as primary care physician-specialist referrals 
or hospital-primary care physician transitions postdischarge. 
Pull exchange accommodates scenarios in which there is a 
known information gap but the source(s) of information are 
unknown; it requires that clinical care teams search for and 
locate the clinical information that exists about the patient 
in external settings. Here, the classic use is emergency care 

TABLE. Four Key Dimensions of Health Information Exchange

Dimensions Options Implications

What is exchanged? Wide range of possible data elements and documents.

Range from individual data elements to full patient records, but intermediate 
summary of care records most common.

Sharing only certain data elements may not solve issues caused by lack  
of clinical data.

Who is exchanging? Providers in different organizations

Providers within the same organization on different EHR systems.

Providers within the same health system may experience many of the same gaps 
in clinical data as those in two different organizations.

However, because patients move across different health systems, there is a need 
to share both within and across organizations.

How is exchange occurring? Data are directly pushed to another provider organization.

Data are queried by the provider and pulled from the sending organization

Different methods of exchange work better for different use cases.

Push exchange is useful for planned transitions of care, while pull exchange  
is valuable in emergency situations. 

Who governs exchange? Enterprise HIE: availability determined by provider organization affiliations.

Vendor HIE: availability determined by EHR vendor choice.

Community HIE: availability determined by geographic region.

Enterprise and vendor HIE networks exclude certain providers and may not be  
in the best interest of the patient.

Community HIE networks are not available in all locations, and providers may not 
want to share patient data with direct competitors.

NOTE: Abbreviations: EHR, electronic health record; HIE, health information exchange.
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in which the care team may encounter a new patient and 
want to retrieve records. 

Widespread use of provider portals that offer view-only 
access into EHRs and other clinical data repositories main-
tained by external organizations complicate the picture. Por-
tals are commonly used by hospitals to enable community 
providers to view information from a hospitalization.21 While 
this does not fall under the commonly held notion of HIE 
because no exchange occurs, portals support a pull approach 
to accessing information electronically among care settings 
that treat the same patients but use different EHRs. 

Regardless of whether information is pushed or pulled, 
this may happen with varying degrees of human effort. This 
distinction gives rise to the difference between HIE and 
interoperability. Health information exchange reflects the 
ability of EHRs to exchange information, while interoper-
ability additionally requires that EHRs be able to use ex-
changed information. From an operational perspective, the 
key distinction between HIE and interoperability is the ex-
tent of human involvement. Health information exchange 
requires that a human read and decide how to enter informa-
tion from external settings (eg, a chart in PDF format sent 
between 2 EHRs), while interoperability enables the EHR 
that receives the information to understand the content 
and automatically triage or reconcile information, such as 
a medication list, without any human action.21 Health in-
formation exchange, therefore, relies on the diligence of the 
receiving clinician, while interoperability does not.

(4) What Governance Entity Defines  
the “Rules” of Exchange? 
When more than 1 provider organization shares pa-
tient-identified data, a governance entity must specify the 
framework that governs the exchange. While the specifics 
of HIE governance vary, there are 3 predominant types of 
HIE networks, based on the type of organization that gov-
erns exchange: enterprise HIE networks, EHR vendor HIE 
networks or community HIE networks. 

Enterprise HIE networks exist when 1 or more provider or-
ganizations electronically share clinical information to sup-
port patient care with some restriction, beyond geography, 
that dictates which organizations are involved. Typically, 
restrictions are driven by strategic, proprietary interests.22,23 
Although broad-based information access across settings 
would be in the best interest of the patient, provider organi-
zations are sensitive to the competitive implications of shar-
ing data and may pursue such sharing in a strategic way.24 A 
common scenario is when hospitals choose to strategically 
affiliate with select ambulatory providers and exclusively 
exchange information with them. This should facilitate bet-
ter care coordination for patients shared by the hospital and 
those providers but can also benefit the hospital by increas-
ing the referrals from those providers. While there is little 
direct evidence quantifying the extent to which this type 
of strategic sharing takes place, there have been anecdotal 
reports as well as indirect findings that for-profit hospitals in 

competitive markets are less likely to share patient data.19,25 
EHR vendor HIE networks exist when exchange occurs 

within a community of provider organizations that use an 
EHR from the same vendor. A subset of EHR vendors have 
made this capability available; EPIC’s CareEverywhere solu-
tion27 is the best-known example. Providers with an EPIC 
EHR are able to query for and retrieve summary of care re-
cords and other documents from any provider organization 
with EPIC that has activated this functionality. There are 
also multivendor efforts, such as CommonWell27 and the 
Sequoia Project’s Carequality collaborative,28 which are 
initiatives that seek to provide a common interoperability 
framework across a diverse set of stakeholders, including 
provider organizations with different EHR systems, in a sim-
ilar fashion to HIE modules like CareEverywhere. To date, 
growth in these cross-vendor collaborations has been slow, 
and they have limited participation. While HIE networks 
that involve EHR vendors are likely to grow, it is difficult 
to predict how quickly because they are still in an early 
phase of development, and face nontechnical barriers such 
as patient consent policies that vary between providers and  
across states.

Community HIE networks—also referred to as health infor-
mation organizations (HIOs) or regional health information 
organizations (RHIOs)—exist when provider organizations 
in a community, frequently state-level organizations that 
were funded through HITECH grants,14 set up the technical 
infrastructure and governance approach to engage in HIE to 
improve patient care. In contrast to enterprise or vendor HIE 
networks that have pursued HIE in ways that appear strategi-
cally beneficial, the only restriction on participation in com-
munity and state HIE networks is usually geography because 
they view information exchange as a public good. Seventy
one percent of hospital service areas (HSAs) are covered by 
at least 1 of the 106 operational HIOs, with 309,793 clini-
cians (licensed prescribers) participating in those exchange 
networks. Even with early infusions of public and other 
grant-funding, community HIE networks have experienced 
significant challenges to sustained operation, and many have  
ceased operating.29

Thus, for any given provider organization, available HIE 
networks are primarily shaped by 3 factors: 

1. Geographic location, which determines the available 
community and state HIE networks (as well as other basic 
information technology and connectivity infrastructure); 
providers located outside the service areas covered by an 
operational HIE have little incentive to participate because 
they do not connect them to providers with whom they 
share patients. Providers in rural areas may simply not have 
the needed infrastructure to pursue HIE.

2. Type of organization to which they belong, which deter-
mines the available enterprise HIE networks; providers who 
are not members of large health systems may be excluded 
from participation in these types of networks.

3. EHR vendor, which determines whether they have ac-
cess to an EHR vendor HIE network.  
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ONGOING CHALLENGES
Despite agreement about the substantial potential of HIE to 
reduce costs and increase the quality of care delivered across 
a broad range of providers, HIE progress has been slow. 
While HITECH has successfully increased EHR adoption in 
hospitals and ambulatory practices,30 HIE has lagged. This is 
largely because many complex, intertwined barriers must be 
addressed for HIE to be widespread. 

Lack of a Defined Goal
The cost and complexity associated with the exchange of a 
single type of data (eg, medications) is substantially less than 
the cost and complexity of sharing complete patient records. 
There has been little industry consensus on the target goal—
do we need to enable sharing of complete patient records 
across all providers, or will summary of care records suffice? 
If the latter, as is the focus of the current MU criteria, what 
types of information should be included in a summary of care 
record, and should content and/or structure vary depending 
on the type of care transition? While the MU criteria re-
quire the exchange of a summary of care record with defined 
data fields, it remains unclear whether this is the end state 
or whether we should continue to push towards broad-based 
sharing of all patient data as structured elements. Without 
a clear picture of the ideal end state, there has been signifi-
cant heterogeneity in the development of HIE capabilities 
across providers and vendors, and difficulty coordinating ef-
forts to continue to advance towards a nationwide approach. 
Addressing this issue also requires progress to define HIE us-
ability, that is, how information from external organizations 
should be presented and integrated into clinical workflow 
and clinical decisions. Currently, where HIE is occurring and 
clinicians are receiving summary of care records, they find 
them long, cluttered, and difficult to locate key information.    

Numerous, Complex Barriers  
Spanning Multiple Stakeholders
In the context of any individual HIE effort, even after the 
goal is defined, there are a myriad of challenges. In a recent 
survey of HIO efforts, many identified the following barriers 
as substantially impeding their development: establishing 
a sustainable business model, lack of funding, integration 
of HIE into provider workflow, limitations of current data 
standards, and working with governmental policy and man-
dates.30 What is notable about this list is that the barriers 
span an array of areas, including financial incentives and 
identifying a sustainable business model, technical barriers 
such as working within the limitations of data standards, 
and regulatory issues such as state laws that govern the re-
quirements for patient consent to exchange personal health 
information. Overcoming any of these issues is challenging, 
but trying to tackle all of them simultaneously clearly reveals 
why progress has been slow. Further, resolving many of the 
issues involve different groups of stakeholders. For example, 
implementing appropriate patient consent procedures can 
require engaging with and harmonizing the regulations of 

multiple states, as well as the Health Insurance Portability 
and Accountability Act (HIPAA) and regulations specific 
to substance abuse data.  

Weak or Misaligned Incentives
Among the top barriers to HIE efforts are those related to 
funding and lack of a sustainable business model. This re-
flects the fact that economic incentives in the current market 
have not promoted provider engagement in HIE. Traditional 
fee-for-service payment structures do not reward providers 
for avoiding duplicative care.31 Further, hospitals perceive 
patient data as a “key strategic asset, tying physicians and 
patients to their organization,”24 and are reluctant to share 
data with competitors. Compounding the problem is that 
EHR vendors have a business interest in using HIE as a lever 
to increase revenue. In the short-term, they can charge high 
fees for interfaces and other HIE-related functionality. In 
the long-run, vendors may try to influence provider choice 
of system by making it difficult to engage in cross-vendor 
exchange.32 Information blocking—when providers or ven-
dors knowingly interfere with HIE33—reflects not only weak 
incentives, but perverse incentives. While not all providers 
and vendors experience perverse incentives, the combina-
tion of weak and perverse incentives suggests the need to 
strengthen incentives, so that both types of stakeholders are 
motivated to tackle the barriers to HIE development. Key to 
strengthening incentives are payers, who are thought to be 
the largest beneficiaries of HIE. Payers have been reluctant 
to make significant investments in HIE without a more ac-
tive voice in its implementation,34 but a shift to value-based 
payment may increase their engagement.

THE PATH FORWARD
Despite the continued challenges to nationwide HIE, sev-
eral policy and technology developments show promise. 
Stage 3 meaningful use criteria continue to build on pre-
vious stages in increasing HIE requirements, raising the 
threshold for electronic exchange and EHR integration of 
summary of care documentation in patient transitions. The 
recently released Medicare Access and CHIP Reautho-
rization Act (MACRA) Merit-based Incentive Payment 
System (MIPS) proposed rule replaces stage 3 meaningful 
use for Medicare-eligible providers with advancing care in-
formation (ACI), which accounts for 25% of a provider’s 
overall incentive reimbursement and includes multiple HIE 
criteria for providers to report as part of the base and perfor-
mance score, and follows a very similar framework to stage 
3 MU with its criteria regarding HIE.35 While the Centers 
for Medicare and Medicaid Services (CMS) has not publicly 
declared that stage 3 MU will be replaced by ACI for hos-
pitals and Medicaid providers, it is likely it will align those 
programs with the newly announced Medicare incentives.

MACRA also included changes to the Office of the Na-
tional Coordinator (ONC) EHR certification program in an 
attempt to further encourage HIE. Vendors and providers 
must attest that they do not engage in information blocking 
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and will cooperate with the Office’s surveillance programs to 
that effect. They also must attest that, to the greatest degree 
possible, their EHR systems allow for bi-directional interop-
erability with other providers, including those with different 
EHR vendors, and timely access for patients to view, down-
load, and transmit their health data. In addition, there are 
emerging federal efforts to pursue a more standardized ap-
proach to patient matching and harmonize consent policies 
across states. These types of new policy initiatives indicate a 
continued interest in prioritizing HIE and interoperability.21

New technologies may also help spur HIE progress. The 
newest policy initiatives from CMS, including stage 3 MU 
and MACRA, have looked to incentivize the creation of ap-
plication program interfaces (APIs), a set of publicly avail-
able tools from EHR vendors to allow developers to build 
applications that can directly interface with, and retrieve 
data from, their EHRs. While most patient access to elec-
tronic health data to date has been accomplished via patient 
portals, open APIs would enable developers to build an array 
of programs for consumers to view, download, and transmit 
their health data.

Even more promising is the development of the newest 
Health Level 7 data transmission standard, Fast Healthcare 
Interoperability Resources (FHIR), which promises to dra-
matically simplify the technical aspects of interoperability. 
FHIR utilizes a human-readable, easy to implement modular 
“resources” standard that may alleviate many technical chal-
lenges that come with implementation of an HIE system, 
enabling cheaper and simpler interoperability.36 A consor-
tium of EHR vendors are working together to test these stan-
dards.28 The new FHIR standards also work in conjunction 
with APIs to allow easier development of consumer-facing 
applications37 that may empower patients to take ownership 
of their health data. 

CONCLUSION
While HIE holds great promise to reduce the cost and im-
prove the quality of care, progress towards a nationally in-
teroperable health system has been slow. Simply defining 
HIE and what types of HIE are needed in different clinical 
scenarios has proven challenging. The additional challenges 
to implementing HIE in complex technology, legal/regulato-
ry, governance, and incentive environment are not without 
solutions. Continued policy interventions, private sector 
collaborations, and new technologies may hold the keys to 
realizing the vast potential of electronic HIE. 

Disclosure: Nothing to report.
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